UBND TINH THANH HOA CONG HOA XA HOI CHU NGHIA VIET NAM
SO TAINGUYEN VA MOI TRUONG Doc 1ap - Tu do - Hanh phuc

S6: 2760 /STNMT-CNTT Thanh Ho4, ngay ¢4thang 4 ndm 2023
VIV canh bao va phong ngira cac 16 hong
bdo mat anh hudéng cao va nghiém trong

trong cac san pham Microsoft cong bd
thang 3/2023.

Kinh gtri: Truong cac don vi thudc S&

S6 Tai nguyén va Moi truong nhan dugc Cong van sd 62/T TCNTT&TT-
QTHT ngay 27/3/2023 cua Trung tdm Cong ngh¢ thong tin va Truyén thong veé
viéc canh bao 10 hong bao mét anh huong cao va nghiém trong trong cac san pham
Microsoft cong bo thang 3/2023. Theo do, c6 74 16 hong bao mét trong cac san
pham cua Microsoft ¢c6 mirc &nh hudng cao va nghi€m trong, cu thé:

(1) LS hong bao mat CVE-2023-23397 (nghiém trong) trong Microsoft
Outlook cho phép doi tugng tan cong thyc hién tan cong nang cao dac quyén. Lo
hong nay dang bi khai thac trong thuc té;

(2) Lo hong bao mat CVE-2023-24880 (trung binh) trong Windows
SmartScreen cho phep doi tugng tan cong thue hién tan cong vugt qua co ché bao
mat (Bypass). L6 hong nay dang bi khai thac trong thuc té;

(3) Ld héng bao mat CVE-2023-23392 (nghiém trong) trong HTTP Protocol
Stack cho phép doi tuong tan cong thuc thi ma tur xa;

(4) L5 hong bao mat CVE-2023-23415 (nghiém trong) trong Internet
Control Message Protocol (ICMP) cho phép doi tuong tan cong thuc thi ma tir xa;

(5) Lf> hong bao mat CVE-2023-23399 (cao) trong trong Microsoft Excel
cho phép doi tuong tan cong thuc thi ma tir xa;

(6) Lf> hong bao mat CVE-2023-23400 (cao) trong Windows DNS Server
cho phép doi tuong tan cong thuc thi ma tir xa;

Dé chu dong phong ngira cac rui ro mét an toan thong tin tai cac h¢ théng
thong tin va may tinh ctia cac don vi, Giam doc S¢ ¢6 y kién chi dao nhu sau:

1. Trudng cac don vi truc thudc So thong bao dén toan thé cong chuc, vién
chtrc va lao dong cua don vi nghiém tac thuc hién:

- Kiém tra, ra soat may tinh c4 nhan, xac dinh may tinh st dung hé diéu
hanh Windows c6 kha nang bi anh hudng. Thuc hién cap nhat ban va 10i kip thoi
deé tranh nguy co bi tan cong (c6 Hudng dan kém theo).

- Trong qué trinh thuc hién, néu gip kho khin, vudng mac vé ky thuat lién

quan dén cac nodi dung, cong viée lién hé véi To tng ctru sy cd An toan thong tin
mang S¢ Tai nguyén va Moi truong (qua Trung tdm Cong nghé thong tin - don vi



phu trach an toan thong tin mang ctia S¢ truc tiép theo doi, chi dao hoat dong cua
TO tng clru sy ¢0).

2. Giao Trung tdm Cong nghé thong tin:

- T6 chirc thyc hién ra soat cac 16 hong néu trén tai cac hé thong thong tin
cia S Tai nguyén va Moi trudong; chu dong va 16i, ting cuong giam sat va san
sang phuong 4n xur 1y khi phat hién c6 ddu hiéu bi khai thac, tin cong mang; dong
thoi thuong xuyén theo doi kénh canh bao cua cac co quan chirc nang va cac t6
chure 16n vé an toan thong tin dé phat hién kip thoi cdc nguy co tin cong mang.

- Chi dao T6 ung cuu su ¢6 S, to chirc hd tro ung cuu, xu ly, ngan chdn sy
cO mat an toan thong tin néu c6 tai Co quan S¢ va cac don vi truc thuoc S¢ Tai
nguyén va Moi trudong.

- Pang tai hudng dan k¥ thuat cach thirc thuc hién chi tiét ddi v6i 16 hong
bao mat 1én Cong thong tin dién tur cua So.

Theo cac ndi dung trén, yéu cau cac don vi nghi€m tuc trién khai thuc hién./ ﬂ_/

Noi nhgn: KT.GIAM POC
- Nhu trén; ) PHO GIAM POC
- Giam doc So (dé b/c);

- Céc dong chi Truéng don vi (d€ thyc hién);
- Cong thong tin dién tr So;
- Luu: VT, TTCNTT.

Luu Trong Quang



(Kem theo cong van so

Phu luc: Thong tin cac 16 hong bao mat

/STNMT-CNTT ngay
nguyén va Moi truong)

1. Thong tin cac 16 hong bao mét:

thang

nam 2023 cua So Tai

- M ta: 16 hong trong Microsoft
Excel cho phép dbi tugng tan

STT CVE Mo ta Linh tham khao

1 CVE-2023-23397 |- Diém: CVSS: 9.1 (nghiém trong) | https://msrc.microsoft.co
- Mo ta: 16 hong trong Microsoft | m/update-
Outlook cho phép d6i tuong tan guide/vulnerability/CVE-
cong thuc hién tin cong nang cao | 2023-23397
dic quyén. LS hong nay dang bi
khai thac trong thyc té.
- Anh huéng: Microsoft Outlook,
Microsoft Office

2 CVE-2023-24880 |- biém: CVSS: 5.4 (trung binh) https://msrc.microsoft.co
- M6 ta: 16 hong trong Windows | m/update-
SmartScreen cho phép ddi twong | guide/vulnerability/CVE-
tan cong thyc hién tdn cong vugt | 2023-24880
qua co ché bao mat (Bypass). Ld
héng nay dang bi khai thac trong
thuc té.
- Anh huong: Windows Server,
Windows 10/11.

3 CVE-2023-23392 | - Piém: CVSS: 9.8 (nghiém trong) | https://msrc.microsoft.co
- M6 ta: 16 hong trong HTTP m/update-
Protocol Stack cho phép d6i tuong | guide/vulnerability/CVE-
tan cong thyc thi ma tir xa. 2023-23392
- Anh huéng: Windows Server,
Windows 11.

4 CVE-2023-23415 | - Piém: CVSS: 9.8 (nghiém trong) | https://msrc.microsoft.co
- M5 ta: 16 hong trong Internet m/update-
Control Message Protocol (ICMP) | guide/vulnerability/CVE
cho phép d6i twong tin cong thuc | -2023-23415
thi ma tu xa.
- Anh huong: Windows Server,
Windows 10/11.

5 CVE-2023-23399 | - Piém: CVSS: 7.8 (cao) https://msrc.microsoft.co

m/update-
guide/vulnerability/CVE-




cong thyuc thi ma tur xa. 2023-23399
- Anh huong: Microsoft Office,
Microsoft Excel, Microsoft 365 .

CVE-2023-23400 |- biém: CVSS: 7.2 (cao) https://msrc.microsoft.co
- M ta: 16 hong trong Windows | m/update-

DNS Server cho phép dbi twong | guide/vulnerability/CVE-
tan cong thuc thi ma tir xa. - Anh | 2023-23400

hudng: Windows Server

2. Huwéng din khic phuc:
Phwong phap 1: Kiém tra lich sir cap nhat trén may chu
- Windows Server 2012:
Truy cap Windows Update > View update history > Kiém tra ma ban cap nhat
da dang véi ma phién ban can cap nhat tai myc 2.1.

¢S View update history M

“ * T |& » Control Panel » System and Security » Windows Update » View update history w & Search Control Panel o

Review your update history

Check the Status column to ensure all impertant updates were successiul. To remeve an update, see nstalled Updates,
cubleshoot problems with installing updates
MName Status Importance | Date ifstalled
Fecurity Updiate for Windows (KBA571723) Succeeded Important 9r15/2020 I

- Windows Server 2016 tré 1én/ Windows 10: q
Truy cap Setting > Update & Security > Update history > Ki€m tra ma ban cap
nhat da ding vo1 ma phién ban can cap nhat tai muc 2.1.

< Settings
& Home Update status
| Find a setting | Updates are available.
« Update for Windows Defender Antivirus antimalware platform - KB4052623 (Version 4.18.2001.10).
dat ecur

Updates are ready to install

<~ Windows Update

Install now
¥ Windows Defender
Update history
O Recovery
@ Activation Update settings

Phwong phap 2: S dung CommandLine




- Cach thure truy cap CommandLine:

+ Vao thanh cong cu Start > Run > go cmd.exe va chon OK
+ Vao thanh cong cu Start > G0 cmd tai 6 tim kiém va an ENTER
St dung Iénh systeminfo | findstr KB(ma kb tai muc 2.1)

- Vi du: systeminfo | findstr KB5003681

+ V61 nhitng may chu da update s€ hién thong tin:

Command Prompt

icrosoft Windows [Uersion 6.3.96881]
(c?> 2813 Microsoft Corporation. All rights reserved.

systeminfo § findsty» KB50803681
[1431: KB5883681

+ V61 nhitng may chu chua update, s€ khong hién ra thong tin:

EX Command Prompt - O X

3. Hu’0’ng dén thue hién cip nhat ban va
3.1. Poi véi hé thong khong c6 may chit WSUS

- Budce 1: Kiém tra OS, version hé diéu hanh dang str dung:

Céch 1: Chon thanh Start > G& winver > Enter dé kiém tra:



All Apps Documents Web
Best match
|- 1 winver
Run command
| Search the web
2 winver - see web results >
I - wtnver{

Céch 2: Chon Setting > Nhap 6 tim kiém “About this PC” (hodc chudt phai This
PC > Properties)



Settings -

Windows Settings

about] X

(0 About your PC

See if you have a 32-bit or 64-bit version of Network & Internet
Vi Windows | iPhone Wi-FL airplane mode, VPN
power
£ Taskbar notification area
" j— Hear advanced information about controls
Personalization 8= A o1 ® Time & Langua
o ces B= o = whennaigating .- S g
: featut e .
3 System
@ Saming Show all results B Privacy
Xbox Game Bar, captures, Game fissions catio
Mode
% Update & Security
R/ Windows ! s
b

Kiém tra myc: Windows Specifications

Settings -
fy Home About
N System protection
Find a setting » Froduct 10 -
System type &4-bit operating system, x54-based processor Advanced systern settings
System Pen and touch Mo pen or h input is available for this display
Rename this PC (advanced)
Copy
L1 Display
f— & Gethelp
4 Sound F Give feedback
Netifications & actions Windows specifications
: Edition Windows 10 Pro
Focus assist
Version
&) Power & deep Installed on
05 build
=3 Storage Experience Windeows Feature Experience Pack 120.2212.551.0
Copy
B Tablet [}
Change product key or upgrade your edition of Windows
i Mubtitasking
Read the Microsoft Services Agreement that applies to our services
Projecting to this PC
Read the Microsoft Software License Terms
Shared experiences

- Budc 2: Download ban va tai

https://www.catalog.update.microsoft.com/Home.aspx



Tai 6 Search nhap ma kb phu hgp dua vao bang trén muc 2.1

20
“4
Microsoft'Update Catalog

K | e

Toeh e b T MR (el Coadog Ste W ward pet See K VL (40 e v 84 o7l 15
e b provede t weh o thoughts and wageIbons T3 et staded g the win erb @ oot Meerch
Aewmvs in B S b Ahove or VIV T FAQ) R e S

Michs’J pdlfte Catalog

01 el
) Search results for 5003681

Updates: 1- 3 of 3 (page 19 1)

. ravious | Nest .
| | Fraducis | Comsifcation Lust Upciated | Version | size ‘ Downiasd |
Windows B.1 Security Updates &7200 P #7ME | Download |
Windows B.1 Security Updates 772021 wa 254ME [ Downkoad |

[ Security Updates &m0 s 367 MB Danmioad

o 2021 Microsoft Corporation. Al Bights Reserved. | privacy | tesms ciuse | help |

oft Update Catalog - Profile 1 - Microsoft Edge

https:/ www.catalog.update. microsoft.oom

Download

Download Updates

2021-06 Security Only Quality Update for Windows Server 2012 R2 for x64-based Systems
(KES002681)

rwi ndows8.1-kb 5003681 -x6<4_b153926f601015f8734d2b250936eTd6441c3 ?Ef.msu1

Close

- Budc 4: Cai dat ban cap nhat da tai 1én tirng may



o Windows Update Standalone Installer

Do you want to install the following Windows software
update?

E::ur?l.‘y Update for Windows (KBS003681)

e [

I The updates are being installed

Installation status:
Initializing installation... |

- Bu6c 5: Khéi dong lai may chu sau khi tién hanh cai dit ban cap nhat.

3.2. Doi v6i h¢ thong sir dung WSUS 7
- Budce 1: Véi cac hé thong sir dung may chu WSUS d€ quan tri cac ban cap nhat
tap trung, nhap ma kb phu hop dua vao bang trén muc 2.1.



Search

s
Updates Computers

Search the title, description, Knowledge Base article number, or the Microsoft

Security Response Center number of all updates.

Close
Text: [5003881 | '

Update Title

£L e

f

ity Only Cuality Update for Windows Server 2012 B2 for x&6d-based Systems (KBS

- Buéc 2: Chon Approve va chon group hé diéu hanh phu hop véi ban update



Search

Search the title, description, Knowledge Base article number, or the Microscft

Revision History
Status Report

Security Response Center number of all updates. | Close
Toctl_ [s571723 1 |
Update Title
2020-08 Secwrity Onhy Cug 112 R2 for xbd-based Systems (KB4571723)
Approve... |
Decline

>

Updater | Computer

Approve Updates

‘ ) of approval.

Computer Group Approval Deadline

@ 7| All Computers Install 6/16/2021 3:00 AM
a' | Unassigned Computers Install (inherited) 6/16/2021 3:00 AM (inherited)
@ 7| Windows 10 Install (inherited) 6/16/2021 3:00 AM (inherited)

“| Windows Server 2012 Install (inherited) 6/16/2021 3:00 AM (inherited)

6/16/2021 3:00 AM (inherited)

Install (inherited)

g‘f To approve an update, select the group from this list of groups, click the arrow, and choose the type

X

Approved for Instal Ctrd+l  16/2021 3:00 AM (inherited)
Approved for Removal Ctrl«R  116/2021 3:00 AM (inherited)
Not Approved Ctri+N
@7 The files fo Deadline Frre'u‘pdat'evc'anr be appfoﬁd but will not be
_available tc
Same as Parent Ctri+P
Cancel
Apply to Children Ctri+C

- Buodc 3: Cai dat ban cap nhat va khéi dong lai may chu.

3.3. Kiém tra lai ban cai dit trén may cha

Cac budc thuc hién tuong tu & muc 2.2.

4. Poi v6i nhirng hé thong chwa cip nhat dwoc DC

- Budc 1: Vao may chu DC, chon Start > Nhap services.msc > Enter




=

Apps

*  Windows Server Update Services >
» Component Services >
“ Microsoft Azure Services >
Analysis Services Deployment N
Wizard 18
= Active Directory Sites and Services >
Settings
L5 Use online services with Narrator >
A Do not allow Microsoft to use your N
voice to improve speech services
Search the web
£ service - See web results >

/O service

- Buéc 2: Tai muc Services, tim dén muc Print Spooler > chudt phai
chon Properties



Print Spooler Name “ Description  Status Startup Type  Log 4
‘i, Performance Counter DLL ... Enables rem... Manual Loc

Stop the service £, Perfformance Logs & Alerts  Performanc... Manual Loc|

Restart the service £, Plug and Play Enablesac.. Running Manual Loc
4 Portable Device Enumerator... Enforcesgr.. Running Manual (Trig... Loc

Description: CiPower ___ Msnagesp.. Running Automati

This service spools print jobs and E nint Spooler This service ... Running  Automatic

handles mterampn w'th the pnnter.' T Printer Extensions and Notif... “Manual

If you turn off this service, you won't . 3 3 X

be able to print or see your printers, -+ Problem Reports and Soluti... This service ... Manual Loc
4, Remote Access Auto Conne... Creates a co... Manual Loc
. Remote Access Connection... Manages di... Manual Loc!
4, Remote Desktop Configurat... Remote Des.. Running Manual Loc
%, Remote Desktop Services Allows user... Running Manual Net 5
,43 Remote Desktop Services U... Allowsther.. Running Manual Loc
£ Remote Procedure Call (RPC) The RPCSS.. Running Automatic Net
2, Remote Procedure Call (RP... In Windows... Manual Net:
" Remote Registry Enables rem... Disabled Loc;
1, Resultant Set of Policy Provi... Provides a n... Manual Loc
“% Routing and Remote Access  Offers routi... Disabled Loc
ZLRPC Endpoint Mapper Resolves RP... Running Automatic Net
(o3 Secondary Logon Enables star.. Running Manual Loc
£, Secure Socket Tunneling Pr... Provides su... Manual Loc/
< | m ] ]

- Budc 3: Chon Startup Type: Disable; Services Status: Stop



Service name:; Spooler
Dizplay name: Prirt Spooler
Bescriotion: -,mmmmmhmimMn}i

the printer. K you tum off this service, you won't

[

You can specify the statt parameters that apply when you start the service
fram here.

Start parameters: |

- Budc 4: Chon OK dé hoan thanh thiét 1ap.
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